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Estatisticas

( KRATIKAL

81%
of Data Breaches Happen Due
to Poor Password Security!

(Source: SoS Daily News)

www.kratikal.com

BAD EMPLOYEE
PASSWORD HABITS
likely to share
work passwords
- employees admitted
=_q to sharing passwords
with coworkers.

would be more
than personal ones.
1in 3
65% admitted to using a single
password for multiple applications ARx
and accounts. U1 [
Source: LastPass, SailPoint



Lista das piores palavras passe (2020)

Posicao

Numero de utilizadores

123456

123456789

picturel

password

12345678

MMM

123123

12345

1234567890

Tempo para decifrar

i-‘ IP Telecom

Vezes exposto

senha

1234567

https://nordpass.com/most-common-passwardsslist/
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Importancia de uma palavra passe segura

The Anatomy of an
Unhackable Password

o 2]

Dramatically increasing your online
security is surprisingly simple.

How Important Is a
Strong Password?

A

4 in 10 Americans have had their
personal data compromised online.

VAN

47% of Americans have
lost money as a result.

80% of hacking-related breaches

are linked to stolen passwords.

Data Shows
It Matters—a Lot!
EEXIIIIIIIIIIN T
ok e o ok ok ¢ 1] | i -

A 12-character password
takes 62 trillion times longer
to crack than 6 characters.

Multi-factor authentication
prevents 999% of all
cybersecurity attacks.

How to Build
Strong Passwords

DO’S DONT’S

Use numbers, letters, Q Reuse your password,
punctuation and no matter how strong
capitalization. it may be.

Choose a password that €3 Choose a password with
is at least 12 characters. 6 characters or fewer.

Include personal info
or phrases from popular
songs and movies.

Include random, unrelated
words in your password,

Use a password manager
to store and keep track
of your passwords.

Write them down or try
to memorize them.

Password Management

Mistakes to Avoid

Not using multi-factor authentication:
Use this feature wherever possible—it
prevents 999% of data breaches.

Storing passwords in plaintext: P
Never store your passwords in a note
on your phone or written on a sticky

note. Use a password manager instead.

Not changing your password after a data
breach: Change your password immediately
upon learning of a compromised account.

Prioritizing convenience over security:
Don't focus on what's easiest to remember
or what's the least hassle when creating

a password—your security depends on it.

Reusing passwords: Even if you have
a strong and complex password, create
a unique password for every account.

»




Regras base para uma palavra passe, mais, S
segura

Evitar usar os gestores de palavra passes do Browser, € simples para um
"malware" conseguir acesso as mesmas.

Nao partilhe a sua password.

Memorize em vez de registar as palavras-passe em papel-ou-digitalmente;
Altere as palavras-passe regularmente (de dois em dois mneses, pelesmenos);
Se possivel, ative a autenticacao de duplo fator;

Cada palavra passe deve ser usada em apenasfiuma plataforma;

Altere a palavra passe de origem na compra de um dispositivoe;

Nao utilizar palavras comuns. Um dos tipos de ataque-mais frequente € via
"dicionario".



Regras base para uma palavra passe, mais, S
segura

Crie palavras-passe complexas:
pelo menos 12 caracteres,

com Maidsculas, mindsculas, algarismos e caracteres especiais

nao use termos facilmente “descobertos”:
COmMOo nhome,
cidade onde nasceu, ou termos conheegidos,
nome do animal de estimacao
matricula do carro; n° telemovel,
datas de eventos festivos familiares.



Memorize em vez de registar i ecan

Criar uma “chave” pessoal, que faz parte de todas as palavras passe;

Usar um ditado, expressoes correntes, ou algo que seja facil de memorizar.
Por exemplo, usar as duas primeira letra de cada palavra;

Alternar entre Mailsculas, minasculas e simbolos;

Adicionar algo que se associe ao site/ferramenta.

As armas e os bardes assinalados,

Que da ocidental praia Lusitana,

AsArBaAsQuOcPrLu#Tw%2021



Our Backer: Hacker News Vue — See how we made Hacker News easier on the eyes

553\U'Ugj | EAsY EXPERT < )

Nivel de - emr————
seguranca da
palavra passe

Tancy lext:
| Ascll v)

1 Display: ® Selections O Al reset l {:6'}

EvaLuation: Your passphrase is blank. Please type something to analyze >

LenGTH l
UNCERTAINTY 23 158 11
COMPLEXITY:

KeysPACE

AtTack

Q020 0QOOQ

LIFESPAN:

https://passphrase.life/ —




Quanto mais complexa, mais segura se torna  aeren

Security @
HOW PASSWORD
LENGTH WINS
THE INTERNET

Passwords| 102




f
20in Propjgpy

V SEC / M i-‘ IP Telecom

Pwned Passwords

Pwned Passwords are 613,584,246 real world passwords previously exposed in data breaches. This exposure makes them unsuitable for
ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as well as being
downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

PROTEGER INFORMACAO PESSOAL E CORPORATIVA

ol Deve ser secreta

» Good news S

: €ve Sércompléxa e memorizave This password wasn't found in any of the Pwned Passwords loaded into Have | Been Pwned. That doesn't necessarily mean it's a good

: m password, merely that it's not indexed on this site. If you're not already using a password manager, go and download 1Password and
Deve ser alterada re U larmente change all your passwords to be strong and unique.
Deve ser usada numa so plataforma

= Deve, se possivel, utilizar autenticacao de duplo fator

3 Deve ser alterada sempre por defeito

Deve ser guardada em gestor ¢/ base de dados cifrada

Nao deve ser guardada em browsers
CNCS'E' https://haveibeenpwned.com/Passwords
St httpsiiwww.cncs.gov. pt/content/files/password. pdf




O que sao gestores de passwords R o

Cofres digitais;

Permitem guardar credencias e
notas de varios servicos;

Dados bancarios também
podem ser salvaguardados;

Uma Unica chave mestra;

Pode ser utilizado a
autenticacao biomeétrica.
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Gestores de Passwords Locais W P eecom

Guarda os dados no dispositivo
atual;

O ficheiro com as palavras-

passe é encriptado- OFFLINE PASSWORD MANAGER

Encrypted file Your device

E permitido guardar cada
palavra passe num ficheiro
encriptado diferente;

Permite apenas a utilizacao
num dispositivo Unico*.



Exemplo - KeyPassXC

@ Demo Passwords - KeePassXC

Database Entries Groups

F ® 0 ® & T &

Passwords
\ 4 @ Internet
. Coding
! Gaming
£82 shopp ng
z Social
- My Computer
Ay

Real world

Recycle Bin

6 B @ -

B O Tite A Username URL Notes
W Apple Johndoeicloudcom httpsy//www.icloud.c.. Username is the Ap..
3} Dropbox

Example Login ... johndoe@example... https//www.wischo

johndoe@example.... http//www.dropbox...

G Google Johndoe@gmail.com httpsy//google.com

n IFTTT Johndoe

" Netfix johndoe@example... httpsy//www.netflix.c..

hitps://ifttt.com
o)
y Vextcloud johndoe https//apps.nextcio

u Pocket Jjohndoe http//getpocket.co...

@ Passwords / Internet / Apple

General

Username john.doe@icloud.com
Password 0 eeeees Expiration Never

Notes Username is the Apple ID

Modified
5/29/2020 2:25 PM
5/29/2020 2:25 PM
6/13/2020 5:58 PM
5/29/2020 2:27 PM
5/29/2020 2:25 PM
5§/29/2020 2:25 PM
020 2:25 PM

5/29/2020 2:25 PM

X
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Gestores de Passwords Online

Dados sao guardados na Cloud;

Permitem aceder as credencias
e notas de varios servicos em
qualquer dispositivo;

Nao necessita de instalagao;
Uma anica chave mestra;

Os dados sao encriptados desde
o0 dispositivo ao servidor.

i“ IP Telecom

ONLINE PASSWORD MANAGER

Password
Vault

Desktop Tablet Maobile



Exemplo - Bitwarden & T

[ NN Bitwarden

& All Items Q search vault TEM INFORMATION

* Favorites a amazon.com _—

Chumley

@ Login
B Card

|dentity Name
1 fandango,com Dr Cholmondeley Saint-John Featherstone-Haugh

Identity login.yahoo.com Username

O Secure Note - chumley
Q membership.calstate.aaa.com

OLDERS Company

+ Entertainment .@ My Opentable East India Tea Company

v Shopping [ Note for Org < Social Security Numbe
« No Folder ! 222-22-2222

opentable.com
«Q Phemae.com SRR

) ~, regmovies.com 1234567890
+ Default Collection ®

[ Speakeasy password License Numbe
N2222222

Unobtainium VISA
= v *424 Ema
chumley@fanshaw.com

+ s




Exemplo — LastPass R Teecon

ol LastPasss+es| Q search myvault o Eﬁ;rﬁ::li:ﬁzss.com v
@ Al Items

o Cloud Apps Sites = Sort By: Folder (a-z)

& Passwords Favorites (8)

Notes

salesforce

£ Dropbox facebook Fed

Dropbox Facebook Fedex

Google  atlChimg

Google MailChimp Salesforce

( EETEEE RN ]

Login as

w fan@lastpass.com

\ 4 B4 Outlook
Twitter Webmail




Exemplo — Keeper

(® <eePER

8 My vaut

BB Identity & Payments

A

Active Directory Admin

@ Security Audit e

X BreachWatch

Admin Console:
w AnchorFree

W Deleted ltems
AnchorFree VPN

Bankof America %

Bank of America

amazon

Business Account

me@compan)

CHASE

Chase VISA

encryption: ON

F\\ Adobe

Adobe Suite

Bankof Ireland (&)

Bank of Ireland

o

Capi

Gapital One

craigdemos

]
Cisco

Cisco Router

coinbase

AlienVault

amazo

AWS Root

7/—\ RCLAY

Barclay Card

CHASE

Chase Bank

c

CloudStrike

a craig+epdemo@keepersecurity.com ¥

AllRecords + [l

A

Analytics Data

CHASE

Chase Bank

@

CNET

ds@company.com

~w.

BV !P Telecom
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Gestores de palavras-passe fisicos

= Dispositivos fisico ( Ex.: Pen
USB):

= Nao requere sincronizacao;

= E gerado uma chave de acesso a
cada autenticacao;

= Se perdermos o dispositivo,
perdemos o acesso!!!

TRUST THAT YOU CAN TOUCH

One thing hackers and malware
on a computer cannot do is
physically touch something.
Your direct physical approval is
required to log in.

EASY LOG IN

No need to remember
multiple passwords because
by plugging OnlyKey to your
computer, it automatically
inputs your username and
password. It works with
Windows, Mac OS, Linux, or
Chromebook, just press a
button to login securely!

Ul
00

ONILYKEY

00

crp.to

00

i“ IP Telecom

PROTECT ONLINE ACCOUNTS

A password manager, two-factor
security key, and secure
communication token in one,
OnlyKey can keep your accounts
safe even if your computer or a
website is compromised.
OnlyKey is open source, verified,
and trustworthy.

PIN PROTECTED

The PIN used to unlock
OnlyKey is entered directly on
it. This means that if this device
is stolen, it becomes
purposeless, after 10 failed
attempts to unlock, data is
securely erased.

PORTABLE PROTECTION

Extremely durable,
waterproof, and tamper
resistant design allows you
to take your OnlyKey with
you everywhere.

ONILYKEY



Exemplo — OnlyKey S
ONMLYIKEY

PRODUCT BRIEF

OnlyKey is a device taking aim at the password problem.
OnlyKey removes the hassle of remembering passwords and
serves as a universal two-factor authentication platform that
can simplify your life and keep you safe online.

FEATURES TECHNICAL SPECIFICATIONS

Secure Password Manager
> Stores up to 24 unique accounts (Slots).
> Each slot includes:
> Site URL, Username, Password, 2nd Factor

Operating System
> Windows, macOS, Linux, Chrome OS,
Android

Physical Security

> Flash hardware security (Kinetis)

> PIN-protected (after 10 failed attempts to
unlock all data is securely erased)

Portability

> Driverless Operation - Recognized by computer
as a regular keyboard. You press a button and it
types your login information into login form of any
application or website.

> Secure Backup Anywhere - Conveniently backup Cr{ﬂplt?graghydl EEncryp:ion FIPS 140-2
on any computer, no apps required. iitary Grade Encryption (

> On-the-go - Comes with a quick- °°F“P"a“‘ AES-256-GCM)
connectgattachment to easi(I]y attach % Elliptic Curve Cryptography (ECDSA)

: utilized for U2F
OnlyKey to your keychain. SHA-1(TOTP)/SHA-256

— True Random Number Generator
B meaon ooe (TRNG)using ptent pncing methd o
> Universal 2nd Factor (FIDO U2F) reading user provided random input.

> Yubikey compatible one-time passwords (OTP)




Devemos utilizar um

gestor de passwords?
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Gera palavras-passe
automaticamente;

Torna o processo mais
facil;

Nao é necessario escrever
as credenciais:

Multiplataforma;
Multipla autenticacao.



Boas Praticas

Decidir quais os
dispositivos

Computador
Tablet
Smartphone

Criar uma palavra
passe Mestra

Criar uma credencial
com um elevado
grau de
complexidade.

Instalar o Gestor
Bitwarden
LastPassword
KeePassXC
1Password

Ativar a dupla
autenticacao

Autenticacao de 2
fatores

i“ IP Telecom



PASSWORDSTARE LIKE UNDERWEAR:
DONLZT LET'PEOPLE\SEE IT
YOU SHOULCDICHANGE ITWVERY.OFTEN
~ AND YOU'SHOULDN’T SHARE'IT
WITH STRANGERS.
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Ciclo sessoes de ciberseguranca

| |
O b r I g a d O I U Melhores praticas, Respostas a Incidente — 10 de Maio;
|

U Engenharia Social - 24 de Maio.

1 @jose.sgoncalves
d @pedro.magalhaes

B P Telecom

Ligamos Negocios cloudsolutions
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Estatisticas BAD EMPLOYEE

PASSWORD HABITS

Regras base para uma palavra passe, mais, .
segura
Euitar usar 05 gestores de palaura passes do Browser, & simples paa um
“malware” consegue acesso ks mesmas.
3 partihe a s password
Memerize
Atore

lauras-passe roguiarments (do dors em dors mesed. pejgmencel
Se possivel, atwe a autenticagao de duplo fator.

Cada palavrs passe deve ser usada em apenasiiama plataforma;

Atere a palavra passe de origen na compra de Bm dspdsitwo;

150 utilzar patavras comuns. Urn dos Upos de atacile mais frequente & via
“dcionsre”.

Regras base para uma palavra passe, mais, .
segura

Crie patavras-passe compleras:
pelo menes 12 caracteres,

com Marisaulas, minsculas, algarismos e caracteres especiais

10 use termos facimente “descobertos™
como nome,
idade onde nascey, ou termas conhegiidh,
nome do animal de estimaio
matricula do carro; n* telemével,
datas de eventos festivos famiares.

Memorize em vez de registar W

Crinr uma “chave” pessoal, que faz parte de todas as palavras passe;

Usar um ditacko, expresstes corrantes, ou alfo qus sefa F3ci de memaraar,
Por exemplo, usar as 6uas primeira etra de cada patsvra;

ANtornar entre Maiiscutas, mindsculas @ simbolos,

Adiconar algn que se associe ao site/ferramenta

[ —,

AsATBIAIQUOCPYL wHTw362021

0 que sdo gestores de passwords e

Cetres digitas,

Permitem guardar credenoas &
ptas 02 vinos senvigos;
Dados bancirios também
poem ser salvaguaroades;
Uma dinica chave mestra;
Pode ser witzatoa
Butenticagho bomética.

Gestores de Passwords Locais —

Guarta o3 dadios o dispasitivn

atual;

O fichairo com as patavras-

ety FATR———
£ permitido guarcas cats

palauea passe rum fickera

encriptado diferente;

Parmits aparas a utlizacio
um dispasitun dnica

Gestores de Passwords Online a

Dados 50 guardados na Cloud

Mo necessts de nstalagho,
Urma dnka chave mestra;

03 dados s3o ercriptados desce
o dispositivo ao servicor

Exemplo - Bitwarden

Gera palavras-passe

Torna o processo mais o
! ‘Q

\%

acik

Niio & necessirio escrever
as credenciais;
Multiplataforma;

Miltipla autenticag3o.

Exemplo - LastPass o - Gestores de palavras-passe fisicos @ Exemplo — OnlyKey
W
Depostics i £:Pen m o?
T Nao requece sincronaago 00 o o
£ gerado uma chave de acessa s o
- el 0o (o]
S pordermos o dspasivo
pordemonc el oo a0\
simi .

WITH STRANGER

Obrigado!

O @josesgoncalves
Ol @pedro.magalhaes

WV IP Telecom

Ugames Megécias  cloudsshutians.

I“ IP Telecom

Y IP Telecom

Ligamos Negocios

www.iptelecom.pt

IP Telecom Portugal
/company/ip-telecom-portugal/



