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76,1%

Figure 1: Volume of phishing and malware submissions
(376) during Sep - Dec 202@ in Portugal.
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Figure 3: Number of malware submissions by
category, during Q4 2020 in Portugal.

Malware Campaigns

Figure 4: Comparison of overall malware
samples (9@) collected during Q4 2020 in
Portugal.
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Figure 2: Number of phishing and malware
campaigns from Jan to Dec of the year 2020.
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Figure 5: Number of phishing and malware campaigns
by sector during Q4 2020 in Portugal.



https://seguranca-informatica.pt/threat-report-portugal-q4-2020/#.YBBX3-hKg2x

Malware

“malware” (abreviacao de “malicious software”)

Malware ou virus?

Uma aplicacao (intrusiva) que prejudica o
desempenho do computador, sendo hostil

Tipo: Virus, spyware, worms, Trojans,
ransomware, adware, ...

Exemplos de antimalware: Malwarebytes,
SpyBot Search and Destroy, Windows
Malicious Software Removal Toal, ...
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Uma aplicacao capaz de se copiar e que tem um
efeito prejudicial, por exemplo corrompendo o
sistema e/ou destruindo dados

Tipo: Virus

Premium
mium

Exemplos de antivirus: Kaspersky, McAfee,
AVG, Avira, Avast, Microsoft Defender, ...



Malware & Teecon

“malware” (abreviacao de “malicious software”)
Sintomas

Computador comecou a ficar estranhamente lento, mensagens de erros de sistema, sem razao
aparente

Ecra de erro com reinicio do computador, Blue screen of death (BSOD)
Espaco em disco, "desaparece”, simultaneamente o disco tem actividade constante
\Ventoinha passou a estar sempre na velocidade maxima

Navegacao na internet com Pop-ups, Ads, websites, barras de ferramentas, e outras aplicacoes
nao solicitadas

A pagina inicial do browser foi alterada sem se ter feito nada

Os vossos contactos estao a receber SPAM, enviado da conta de correio e em vosso nome
A ferramenta de seguranca (antivirus por exemplo) foi desabilitada

Nao se consegue aceder ao painel de controlo

Novos icones aparecem no ambiente de trabalho, alem de "shortcuts” suspeitos



Tipos de
Malware
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\/irus

Subclasse de Malware; E . ;
Modifica ficheiros ; D
Incluido dentro de outro programa ou ! | OPEARATING SYSTEM
ficheiro;

AUtO repllca—se, Q AFTECTED SYSTEMS
Necessita de ser executado. e

Exemplo : ILOVEYOU



Worms

9 Subclasse de Malware;
= Moadifica ficheiros ;

“ Incluido dentro de outro programa ou
ficheiro;

% Auto replica-se;
©  Nao necessita de ser executado.

- Exemplo: STUXNET

Software
Sabotage

How Stuxnet
disrupted
Iran's uranium

enrichment program =~

1 The maliclous
worm probably entel

the computer system'é-\ .

at the uranium enriel
facllity in Natanz via;

removable USB memol

stick.
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2 The virus Is controlled from servers In Denmark
and Malaysla with the help of two Internet
addresses, both registered to false names. The virus
Infects some 100,000 computers around the world.

3 Stuxnet spreads 4 The computer worm
through the system untll  varles the rotational

It finds computers speed of the centrifuges.
running the Slemens This can destroy the
control software Step7,  centrifuges and Impalr
which Is responsible for  uranium enrichment.
regulating the rotational
speed of the centrifuges.

5 The Stuxnet attacks start In June
2009. From this point on, the number
of Inoperative centrifuges Increases
sharply.

Feb.1, May31 Aug. 12 Nov.2
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009
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Trolanos

Incluido dentro de outro programa
ou ficheiro;

Permite 0 acesso ao sistema
infetado;

—"9-0-

Malmoﬁuﬂware

==

Permite aceder, bloquear e eliminar
dados.

Nao se replicam.

Exemplo : PLUGX
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Malware Polimorfico

Polymorphic Malware changes as frequently as every...

Muda constantemente a sua
assinatura;

Dificilmente é detetavel pelo
antivirus;

E necessario uma analise dos
padroes do malware para ser
detetado.
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Ransomware

59 E aclasse de malware mais
destrutiva atualmente;

“  Encripta os dados;
“  Bloqueia totalmente o sistema;

©  Pedido de resgate na maioria dos
Casos.

- Exemplo : WannaCry



Exemplos de Ransomware

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

=i Can I Recover My Files?

Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months

51672017 00:47:55

Time Left

Your files will be lost on
SR How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, clic heck Payment>. Best time to check: 9:00am - 11:00am

PAIT G Mo Do ae T

512012017 00:47:55

Time Left

Bour

Ay

Send $300 worth of bitcoin to this address:

bitcoin g
ACCEPTED HERE l 12t9YDPgwueZ9NyMgw519p7AABisjré SMw

Contact Us

=
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Your private key will be
dastroyed oni

4/21/2017
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Your personal files are encrypted!
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Rootkits

Permite o controlo remoto ao
sistema infetado;

Permite abrir aplicacbes sem serem
apresentadas no ecra;

Utilizado para gerar receitas
através de andncios na internet ou
mineracao de moedas digitais.

~w_
I‘ IP Telecom
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Keyloggers

o Monitoriza as teclas selecionadas
pelo utilizador;

“  QObjetivo é roubar informacoes
confidéncias (Ex.: palavras-passe);

% Funciona em segundo plano sem
ser detetado pelo utilizador.
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FREE
¢ DOWNLOAD! NSFW

Spyware e Adware

BY THE NUMBERS
Permite espiar a atividade do , -

Objetivo de obter informacao; 36 T (N 40OPERATOR: 0 OPERATORS LINKED

Abertura de publicidade sem TO COUNTRIES
autorizacao.

TRIESY S

' LIKELY INFECTIONS

OPERATORS WITH

Exemplo : PEGASUS



Exemplos de Adware
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171_UnAKlkt!

STEP 4

Software update
1 : Uninstall IST
your computer

Free Malware Removal “Adobe Flash Player” is out of date

xconds

http://mac-online-support.com

) fected
Are you sure you want to leave this page?

ystem
http://fbi.gov.id657546456-3999456674.k8381.com

YOUR BROWSER HAS BEEN LOCKED. |
ited to

ALL PC DATA WILL BE DETAINED AND CRIMINAL | and
PROCEDURES WILL BE INITIATED AGAINST YOU IF !
THE FINE WILL NOT BE PAID.

FOR HELP CALL TOLL FREE +1 800-798-8393

Stay on Page

0

“PomoDone” can't be opened because it is
from an unidentified developer.

Wour tmeyrty pratergnces: sllow inesliabon of enly
ARpE trom the Mar App Stom and amtted
deveicpars

http://safarianalyzer.windowsdesk.net
Safari - Alert

Suspicious Activity Might Have been Detected.
Melor Security Issue

To fix it please call Support for Apple
+1888-476-6746 (Toll Free) immediately!

SCAN MY MAC >



Ferramentas para
analise de Malware




MalwareBytes &P e

(]

et ] 0 @ O o Fes Cmions] 0 & ©

Crush threats now, not later € Scanner

Get Premium to stop infections before they happen.

Buy now Learn more

Scanner Scan Scheduler Reports

Threat Scan in progress...

s Checking for updates

Scanning memory

Scanning startup items
scanned
L Q Scanning registry 0

Scanning file system

Detection History Scanner Real-Time Protection ;

Premium
tems quarantined last scan Scheduled scans Premium b Protection

Total items in quarantine Malware Protection Mind your own business with Malwarebytes

Ransomware Protection Malwarebytes for Teams protects your business without disrupting it. With security you can
cal Exploit Protection manage in minutes, you can focus on running your business. Learn more

https://pt.malwarebytes.com/




Windows Malicious Software Removal Tool e e

=
-l

Full scan in progress — )
b

Please choose a type of scan: After this operation completes, the tool will provide you with a report of the malicious
software that was detected.

O Quick scan. Scans areas of the system most likely to contain malicious software. If
malicious software is found, you may be prompted to run a full scan.

Currently scanning:

® Full scan. Scans the entire system. Mote that this scan can take up to several hours on c:\windows\system32\das. di
s0Mme complters,
Files Scanned: 2081

@) Customized scan. In addition to & quick scan, the tool will also scan the contents of a Files Infected: O
user-specified folder.
Start ime: 11:23

Choose Folder ... Time elapsed: 00:00;10

MNext =

https://www.microsoft.com/en-us/download/details.aspx?id=9905



Kaspersky Virus Removal Tool

Kaspersky ==

Virus Removal Tool @ Tools @ Quarantine il Report

Ready to scan

This free virus scanner is designed to detect malware, adware,
riskware, and allow the user to remove them.

A reboot might require after disinfection.
Please, save all opened documents before scan.

Kaspersky Virus Removal Tool does not provide real-time protection.

| ’ Chane parameters

(/ Start scan

Help  About

https://www.kaspersky.com/downloads/thank-you/free-virus-removal-tool

Kaspersky

Virus Removal Tool @ Tools

Scan in progress...

Duration:
Processed:

00:00:05
1 object, no threats found

Memory (fileless) scanner (1/3)
Object: System Memory

Haln

Ahnut

(./ Stop scan

i“ IP Telecom

@ Quarantine
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atl Report



Boas praticas
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Atualizacoes Compras online Links e Anexos
Sistema Operativo Verificar se o Verificar a
Aplicacdes vendedor é confiavél autenticidade dos
AT Ter em atencdo os anexos e links que

dados partilhados seleciona

WI-FI Pablico P
Ao conectar-se a e | =l
uma rede publica orEF )

efetue essa ligacao

através de uma VPN -
== Ctrl
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Backups

Criar uma politica de
salvaguarda de
dados noutra
localizacao diferente

Se possivel efetuar
um backup no
minimo diario da
informacao critica

Passwords

Implementar
credenciais de
acesso com um grau
elevado de
complexidade e
tamanho.
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Dispositivos Externos

Ter em atencao
quais os dispositivos
externos que
conecta ao
computador



Boas Praticas - Ransomware & Tetecom

Processo de Analise

Nunca pagar o Resgate Isolar o Computador

Deve-se isolar
completamente o
pagamento do computador,

resgate caso seja desconentando-o da
alvo de um ataque rede.

de ransomware

E importante nunca
efetuar o

DECIFRADO

—

AVADDON Z21GGY FONIX JUDGE DARKSIDE THUNDERX

CRYPT32 CYBORG CHECKMAIL7 SPARTCRYPT CRYCRYPTOR REDRUM

Para estas ameagas de ransomware a batalha acabou. Se o seu sistema foi
infetado por algum dos tipos de ransomware listados, clique no respetivo
link para saber mais sobre a ferramenta de decifragem disponivel.

Iniciar o processo de
analise e
recuperacao do
atague de
ransomware para
tentar obter de novo
0s dados
encriptados.

50 EOEE BREECED

www.nomoreransom.org
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Ransomware protection

Protect your files against threats like ransomware, and see how to restore . :
files in case of an attack. i Time Machine

Controlled folder access

Protect files, folders, and memaory areas on your device from unauthorized
changes by unfriendly applications.

m On
Time Machine Select Backup Disk...
Block history Back Up Automatically
Protected folders Time Machine keeps
« Local snapshots as space permits
« Hourly backups for the past 24 hours
« Daily backups for the past month
Ransomware data recovery « Weekly backups for all previous months

Allow an app through Controlled folder access

- - - The oldest backups are deleted when your disk becomes ful
You may be able to recover files in these accounts in case of a e oldest backups are delete ey diskt bl
ransomware attack.

Premium account with recovery using Files restore.

View files




The reality of today from a cyber
security point of view — I think some
of the top people predict that the next

e

el big war 1s fought on cyber secunty =

Tim Cook

@ quotefancy



Obrigado!

Alguma Questao?

@jose.sgoncalves
@pedro.magalhaes

Al
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Ligamos Negocios cloudsolutions

i“ IP Telecom

Proximas Sessoes:

» Gestores de Passwords; (26 de Abril)
» Resposta a Incidentes; (10 de Maio)
» Engenharia Social. (24 de Maio)
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Subciasse de Malware.
Modfica ficheiros.

Inchuido dentro de outro programa ou

fchero;
Auto repica-se;
Necessita do ser executada

Subciasse de Malware.
Modfica fichelros.

Inchuido dentro de outro programa ou
hehero

futo repica-se;
Nio necessita de ser exscutado.

Inchuida dentrs te outro programa
ou fcheiro;

Permite 0 acesso 20 sistema
infetado;

e acoder, biaquear o sliminar

P
Gados.

Muds constantemente a 512
Dificim
£ necessirio uma andise dos
padrdes do malware para ser

e & detetivel peio
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Otyetivo de obter informaglo:
Abertura de pubiicdade sem
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Exemplo: PEGASUS.
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Boas Praticas .
Backups Passwords Dispositivas Externos
Crar uma poitica do implementar jp—
sahaguarc o credenciais do quas o5 dispasitios

s noura acessa comun grew exernon que
locakizagso aforerca clovado do conecta 30
et compleidade e computadr

um backup no
minimn) didria da
informagda crinca

Boas Préticas - Ransomware

Nunca pagar o Resgate  Isolar o Computador  Processo de Andlise

€ rpontante runca
etetuaro
pagamensodo

e cansomware

sozymaso

Inicier o processo de

Boas Praticas - Ransomware
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Ligamos Negocios

www.iptelecom.pt

IP Telecom Portugal
/company/ip-telecom-portugal/



